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Introduction

This configuration guide will help you connect VPN Tracker to
your Juniper SRX-Series VPN Gateway.

My VPN Gateway Configuration

You can print out this checklist to help keep track of the vari-
ous settings of your Juniper VPN gateway. Not all settings are
required for all setups, so don’t worry if some stay empty.

IP Addresses

© Juniper WAN IP Address:

or host name

® LAN Network:

Authentication

© Pre-Shared Key:




Task 1 - Juniper Configuration Step 4 - Configuring VPN settings

First, we'll set up a VPN tunnel on your Juniper gateway. » Choose IKE Security level Standard (group2, aes128, sha1)

» Enter a pre-shared key
Step 1 - Find your external gateway address » Enter"VPNClient” as your Remote Identity

> Connect to your Juniper’s web interface » Set the IPsec Security Level to Standard (esp, aes128, sha1)

» Go to Dashboard or Monitor and make a note of your gatway’s external
WAN IP address as @

» IPsec Perfect Forward Secrecy should be set to group5

VPN Wizard
Step 2 - Start the Ju n I per VPN lea rd ¥ Select VPN Type Remote Access VPN: VPN Settings LIy
¥ Local X
} GO tO Configuration Wizal’dS > VPN :;:r:ote I IKE Security Level * Standard (group2, aes128,shal) E

» Choose Remote Access VPN Review & Commi IKE Preshared Key (ASCI)* [SecetSharedpassuord
Remote Identity *
Dead Peer Detection
IPsec Security Level * Standard (esp, aes128, sha1) a
About this page IPsec Perfect Forward Secrecy group1 group2 @ groups

. M M IKE IPsec tunnel negotiation
tep 3 - Configuring Local Settings o et
1, participants establish a
secure channel in which to
negotiate the IPsec security
association (SA). In Phase 2,
participants negotiate the IPsec

» The default settings here should typically work for most setups 82 for autnenicating rafc

will flow through the tunnel.
» Optionally, you can edit the Zone and internal networks your VPN users will
be accessing

VPN Wizard Step 5 - Add VPN users

T Femote fccess YPH: Local Settings e » Enter a username and password for each user that will be using this VPN
veN - : connection
Remote Users pizard.cyn.ven
Review & Commit Protected Networks
Zone* Internal v
Network(s) * (® Add  Example: 1.2.3.0/24

About this page 152.168.100.0/24

On this page you specify the
local private network and the
public network through which
the tunnel passes. The name of
the remote access VPN is
preset.

© Remove

If you have previously Pblc Network

configured a remote access

VPN, you can use this page to Interface * 9e-0/0/0.0 e
edit the existing remote access

VPN or click the button at the Interface Zone * Internet



Step 6 — Confirm your settings

» Review your settings and make a note of the settings so you can enter them

in VPN Tracker.

» Save your new VPN configuration by choosing Commit

VPN Wizard

¥ Select VPN Type Remote Access VPN Configuration

¥ Local VPN Name
¥ VPN VPN Name wizard_dyn_vpn
¥ Remote Users Protected Networks
Review & Commit Zone Internal
Networks 192.168.100.0/24 9
Public Network
Interface ge-0/0/0.0
Interface zone Internet
About this page
When you edit a configuration, VEN setiings)
the changes you make do not i
take effect until you commit IKE security level standard
them. When you commit the IKE preshared key SecretSharedPassword 0
configuration, the candidate file
is checked for proper syntax, Remote identity Host name: VPNClient 9
activated, and marked as the

current, operational software Dead Peer Detection Yes
configuration file. y

IPsec Security Level standard
This page shows the information

vou have entered and anv errors IPsec Perfect Forward

Secrecy groups
ﬁ ﬁ Remote user IP settings
IP pool range/IP 192.168.110.0/24
DNS server 9.9.9.9
= WINS server

Back

Step 7 - Configure the Security Zone

» Go to Security > Zones/Screens

» Choose your external Interface

» Choose Edit

» Select the tab Host Inbound Traffic - Interface

» Add ike to the list of Selected Services

¥ srx / sRx300

Dashboard Configure Monitor Maintain Troubleshoot Commit -
) Authentication Edit Zone

S O Main | Host Inbound Traffic - Zone | Host Inbound Traffic - Interface |
 Security Selected Interfaces

Zones/Screens
“ Policy Elements
Global Address Book

Zone Address Book

Available Services
Applications all
any-service
Scheduler bootp
dhepvé
Security Policy
dns
) User Firewall finger
ftp
) utM hitp
) IDP

Forwarding Mode

ae

e-0/0/0.0
Selected Available Protocols
ping all
dhep bfd
5 | httes bap
< -
iomp
1dp
msdp
nhrp

Screet

Cancel oK



Step 8 — Adjust the IKE Gateway Policy
» Go to IPSec VPN > VPN Tunnel > Phase |

» Select your previously created policy, e.g.“gw_wizard_dyn_vpn”and choose
Edit

» As IKE User Type choose “shared-ike-id”

Dashboard Configure Monitor ’
Edit Gateway
—
) Configuration Wizards Phase | ~ | IKE Gateway IKE Gateway Options
) Interfaces Dynamic VPN configuration tips I
When this gateway is configured for Dynamic VPN, please select “Host Name" for Identity Type. | Add
) Authentication ——
Gateway | Ik
> NAT Gateway Name: * Policy: ike_pol_wizard_dyn_vpn 7
) Security Name * External Interface: ge-0/0/0.0 v Identity
aw wizard dyr lke Version: 2 nt
v IPSec VPN
© Site to Site Tunnel
Global Settings @ Client Tunnel
VPN Tunnel Connections 50
Phasel IKE usertype:  shared-ike-id 3 |
Phase Il emole D
Identity Type: Host Name 2
Manual Key VPN
Hostname: VPNClient
Dynamic VPN
VLAN
) Routing
) Class of Service Page Cancel oK | fow |1

Important This step is crucial, as you will otherwise see a pre-
shared key mismatch error when trying to connect from VPN
Tracker!

7,

«)

That'’s it. Now you can set up your new VPN tunnel in VPN Tracker.



Task 2 — VPN Tracker Conﬁguration Step 2 - Configure the VPN Connection

From Task 1, your = Configuration Checklist will have all your
Juniper settings. We will now create a matching » Click“Configure” and switch to the “Basic” tab

configuration in VPN Tracker. » VPN Gateway: Enter your Juniper’s public IP address or its host name @

from your — Configuration Checklist.

Step 1 - Add a Connection

» Network Configuration: Enter the Remote Network from @

» Identifiers: Enter the FQDN Local Identifier from @

» Click“Done”

» Open VPN Tracker.
» Click “Create a Connection” (or click the + button in the lower left

corner).
» Select“Juniper”from the list. @ PN o Juniper Networks SRX Series
» Select your Juniper series (e.g. SRX series). Advanced Actions  Notes

» Click “Create”

JuniPer

NETWORKS

Connection Name VPN to Juniper Networks SRX Series
Connection based on  Juniper Networks SRX Series

eoe
Sign n to get started N
Sgnin
. Configuration Guide
VPN Gateway | vpn.examplecom 7 | @)
Network Configuration Mode Config (auto) B ?
Protocol  IKEv1
Topology Host to Network | C
(&) VPNTracker ) VPN Tracker ©  emoenewens 1921081000/24 7 g
Authentication Pre-shared key k& Password not saved
Connect to your company or personal VPN Surf securely and privately. Avoid internet . . N Jr—
with our step-by-step guides. restrictions. Connect to VPN Tracker World User login details (XAUTH) Automatic K Username and password not saved
Connect.
Create a Connection... Choose destination...
Identifiers
+ & <

Local  Fully Qualified Domain Name (FQDN) & VPNClient ? @
Remote = Remote Endpoint IP Address M



Task 3 — Test the VPN Connection Connected:

Connecting may take a couple of seconds. If the On/Off button turns blue
that’s great — you're connected!

It's time to go out!
In order to test your connection, you will need to connect from a

different location. w My VPN 1 O

For example, if you are setting up a VPN connection to your office, try it
how to use your VPN and how to get the most out of it.

Connect to your VPN
» Open VPN Tracker.
» Click the On/Off slider for your connection.

w‘ VPN to Juniper Netw... [

» If you are using VPN Tracker for the first time with your current Internet
connection, it will test your connection. Wait for the test to complete.

» You will be prompted to enter your pre-shared key ®. Optionally, check the
box “Store in Keychain” to save the password in your keychain so you are
not asked for it again when connecting the next time.

Pre-Shared Key Authentication

. Please enter the pre-shared key to establish the

. connection
w This dialog will automatically cancel in 22 seconds.

Pre-shared Key: oooooooooooool

Show pre-shared key
Store in Keychain

. Cancel (SIS



http://www.vpntracker.com/support?tab=manual

Troubleshooting

In case there’s a problem connecting, a yellow warning triangle will show up:

I': o
: t AN |

Click the yellow warning triangle to be taken to the log. The log will explain
exactly what the problem is. Follow the steps listed in the log.

& MyVPN

Press Cmd-L to open the log in a new window. That
way, you can have the log side-by-side with your VPN

™ . . . )
v configuration while making changes to troubleshoot a
L ICN
> : Log Configure
VPN Tracker vMy VPN Connection -
VPN Tracker 365 VIP
Status SecureDrop Scanner Accounting
2015/09/23 - 09:35:41 Not Connected
j My Connections 09:35:41 VPN Connection Requested
Test Connection 09:35:41 Preparing Connection
(7} My VP... t POy 09:35:41 Configuring
09:35:42 Phase 1 Started
09:35:42 No Proposal Chosen (Phase 1)
VPN Tracker and the VPN gateway could not agree on a proposal for your VPN connection. This problem can be
solved by making sure the settings for Phase 1 in VPN Tracker and on the VPN gateway match:
« Please compare the exchange mode proposed by VPN Tracker to the exchange mode expected by the VPN
gateway
« Please compare the proposals sent by VPN Tracker to the respective parameters of the VPN gateway. There
should be at least one matching set of proposals
* Please compare the XAUTH setting in VPN Tracker to its counterpart on the VPN gateway
* If there is more than one connection configured on your VPN gateway, you need to make sure that the right one
is selected. Please compare the identifier settings in VPN Tracker to the settings of the intended tunnel on the
VPN gateway.
09:35:42 About to Disconnect (Error)
09:35:42 Disconnecting (Error)
09:35:43 Not Connected
Click the on/off switch of
your VPN to connect
Log Level:  Simple <] Email log... Technical Support Report (TSR)...
o ica]

Pre-Shared Key Hash Mismatch Error?
If you're seeing a pre-shared key error, double-check you have configured
the IKE user type to Shared-IKE-ID as described in Section 1, Step 8.

Other Issues

In most cases, the advice in the log should be sufficient to resolve the issue.
However, VPNs are a complex topic and there might be trickier issues with
which you need additional help.

VPN Tracker Manual
The VPN Tracker Manual contains detailed troubleshooting advice.

Frequently Asked Questions (FAQs)
Answers to frequently asked questions can be found at

http://www.vpntracker.com/support

Technical Support

If you're stuck, the technical support team at equinux is here to help. Contact
us via

http://www.vpntracker.com/support

Please include the following information with any request for support:

» A description of the problem and any troubleshooting steps that you have
already taken.

» A VPN Tracker Technical Support Report (Log > Technical Support Report).
» Juniper model and the firmware version running on it.
» Screenshots of the Client VPN settings on your Juniper.

A Technical Support Report contains the settings and logs
necessary for resolving technical problems. Confidential

¥ information (e.g. passwords, private keys for certificates) is not
included in a Technical Support Report.

10


http://www.vpntracker.com/support?tab=manual
http://www.vpntracker.com/support
http://www.vpntracker.com/support

	Introduction
	Task 1 – Juniper Configuration
	Task 2 – VPN Tracker Configuration
	Task 3 – Test the VPN Connection

